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STATE OF CALIFORNIA/ DEPARTMENT OF JUSTICE

PIU2 PAGE 10f3
g o CONSUMER COMPLAINT AGAINST Mall Foriia:
: A BUSINESS/CORPORATION
Xavier Becerra Please read the Information Collection, Use and Access Public Inquiry Unit
Attorney General notice on page 3. Office of the Attorney General
PUBLIC INQUIRY UNIT P.O. Box 944255

(916) 210-6276/ (800) 952-5225 Toll Free - CA only

TTY/TDD (800) 735-2929 (California Relay Service)

For TTY/TDD outside California contact your state's relay service
number at http:/www.fcc.gov/cgb/droirsphonebk. html

AG Web Site: http://www.ag.ca.gov/

SECTION 1 - Your Information

Sacramento, CA 94244-2550

First Name Mi Last Name

Craig s Erickson

Mailing Address City State Zip Code

3129 School St Oakland CA 94602

County of Residence Country, if not U.S. Day Phone Number Cell Phone Number E-Mail Address

Alameda (510) 330-8638 (510) 330-8638 compliance@privacyportfolio.com

Do you have a disability? Age Range (optional):

(optional) [OYes [No | 7128 under []13-17 []18-19 [J20-20 []30-39 []4049 []50-59 []60-69 []70-79 []80 & over
If yes, please specify your military status:
[ Active Duty Service Member []Dependent Spouse - Service Member

Are you a member of the U.S. Armed Forces » . - o

or a dependent? (optional) [[] Dependent Child/Other - Service Member [JDoD Civilian [ ] Dependent Spouse - DoD Civilian

O Yes [JNo [] Dependent Child/Other - DoD Civilian [ Military Retiree/Veteran

[JReserve Not on Active Duty/National Guard
SECTION 2 - Information About Company Against Which You Are Complaining

Full Name of Company
LexisNexis Risk Solutions
Mailing Address

1000 Alderman Drive

City State Zip Code Country, if not U.S.
Alpharetta GA 30005

Company's Internet Address (URL) E-Mail Address
https://risk.lexisnexis.com/ consumer.documents@lexisnexis.com
Telephone Number Fax Number

SECTION 3 - Complaint Information

Product, item or service involved
Identity / Authentication service used by Bank Of The West relies on inaccurate personal information | am unable to correct.

Date of Transaction Account Number (if applicable)
04/08/2020 200414-000297
Total amount paid Amount in dispute How was payment made:
[ cash Check [] CreditCard [] Debit Card [T] Money Order
100.00 100.00 [] Wire Transfer [ Finance Agreement [] Other
Did you sign a contract or lease? | Where was the contract signed? | Starting date Expiration date
] Yes [] No Oakland, CA 04/03/2020
Date you complained to the company or individual Person Contacted His/Her phone number
04/08/2020 [X] By Mail By Telephone In Person  Mary
Results

LexisNexis created a customer support help ticket and resolved it according to their own criteria, not mine.

What result would you consider fair?
Prohibit LexisNexis from providing anti-fraud identity authentication services to financial institutions in the State of California for violating my CCPA rights.

Have you contacted another agency about this?  [] Yes No If yes, name of agency

If yes, name of your attorney Attorney's Phone Number

Do you have an attorney in this case? Yes [No [, 200 Becerra

Has your complaint been heard or is it scheduled to be heard in court? [] Yes X] No i

If yes, where and when?

If already heard, what was the result?

PLEASE DESCRIBE COMPLAINT ON REVERSE SIDE
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SECTION 4 - Information About the Transaction

How was initial contact made between you and the business? Where did the transaction take place?
[0 Person came to my home [J Atmy home

[J 1 went to company's place of business [X] At company's place of business
[ 1 received a telephone call from business O By mail

| telephoned the business Over the phone

[J 1 received information in the mail Via computer (website or e-mail)
[J 1 responded to a radioftelevision ad [ Trade show or convention

[ 1 responded to a printed advertisement [J other

[ I responded to a website or e-mail solicitation
[ | received a fax solicitation

[ 1 attended a trade show or convention

[X] Other Submitted complaint via webform

SECTION 5 - Important Information

+  Ifthe complaint falls within the jurisdiction of another local, state or federal agency, you will be provided with appropriate referral information.
In addition, the complaint may be shared with other government agencies.

*  Please include copies of any supporting documents you may have, such as correspondence, contracts, invoices, receipts, etc. Do not send
originals.

+  This office does not have the authority to give private legal advice or provide private legal representation to individual consumers.

SECTION 6 - Details of Complaint (use additional sheets if necessary)

LexisNexis Risk Solutions provides identity authentication services to financial institutions which include Bank Of The West,

where | opened a business checking account for my company, PrivacyPortfolio, LLC. | was denied access to online banking

at a critical time when | was in the process of applying for emergency SBA loans because the answers | provided to security

questions were incorrect according to LexisNexis. | was also denied the opportunity to exercise my rights under the CCPA to

make a complaint to my bank, because it also uses LexisNexis to authenticate data subject access requests. LexisNexis

does permit me to request a copy of my personal information and the opportunity to correct it, but it does not share with me

the questions and or answers to authentication questions, which is what | need to correct. | have made a separate complaint

about Bank Of The West because they refused to provide me with the fact that LexisNexis was their vendor, refused to

provide me with contact information to their General Counsel and / or Privacy Officer, and refused to honor my request to

verify my identity to LexisNexis as one of their banking customers, so | could get access to the security questions and

answers and correct the record. Because other financial institutions and potential dients and employers also use LexisNexis

Risk Solutions to authenticate and provide background checks, it's imperative as a cybersecurity professional and IT auditor

that | have the opportunity to correct the record maintained by LexisNexis Risk Solution, a data broker registered with the

California Office of Attorney General. | do have screenshots of the security questions and answers | was asked to provide,

but the information is too sensitive to provide without a more secure transfer mechanism.

SECTION 7 - Statement

| affirm that the information herein is true and accurate, and will sign a statement if needed. YES []JNO

You may send this complaint to the party named. By filing this complaint, | hereby give the business complained about my consent to

communicate, including disclosure of non-public personal information, with the Office of the Attorney General about any and all matters [X] YES [NO

connected with this complaint.,.- .~
7/

/

Signature: '7'/,‘/7/,(‘ M o Date: 04/21/2020
: -





