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STATE OF CALIFORNIA

(Rev. 03/2019)

Xavier Becerra
Attorney General
PUBLIC INQUIRY UNIT
(916) 210-6276/ (800) 952-5225 Toll Free - CA only

TTY/TDD (800) 735-2929 (California Relay Service)

For TTY/TDD outside California contact your state's relay service
number at http:/www.fcc.gov/cgb/drofrsphonebk. htmi

AG Web Site: http://www.ag.ca.gov/

notice on page 3.

CONSUMER COMPLAINT AGAINST
A BUSINESS/CORPORATION

Please read the Information Collection, Use and Access

DEPARTMENT OF JUSTICE
PAGE 10f 3

Mail Form to:

Public Inquiry Unit

Office of the Attorney General
P.O. Box 944255

Sacramento, CA 94244-2550

SECTION 1 - Your Information

First Name M Last Name

Craig s Erickson

Mailing Address City State Zip Code
3129 School St Oakland CA 94602
County of Residence Country, if not U.S. Day Phone Number Cell Phone Number E-Mail Address

Alameda (510) 330-8638 (510) 330-8638 compliance@privacyportfolio.com
Do you have a disability? Age Range (optional):
(optional) [OvYes [ONo | 128 under []13-17 []18-19 []20-29 []30-39 []4049 []50-59 []60-69 []70-79 []80 & over

[ Active Duty Service Member
Are you a member of the U.S. Armed Forces
or a dependent? (optional)

[JYes [JNo

If yes, please specify your military status:
[[JDependent Spouse - Service Member

[ Dependent Child/Other - Service Member [[]DoD Civilian []Dependent Spouse - DoD Civilian
] Dependent Child/Other - DoD Civilian
[JReserve Not on Active Duty/National Guard

[JMilitary Retiree/Veteran

SECTION 2 - Information About Company Against Which You Are Complaining

Full Name of Company
Salesforce.com, inc.

Mailing Address
Salesforce Tower, 415 Mission Street, 3rd Floor

(800) 667-6389

City State Zip Code Country, if not U.S.
San Francisco CA 94105

Company's Internet Address (URL) E-Mail Address

salesforce.com ceo@salesforce.com

Telephone Number Fax Number

SECTION 3 - Complaint Information

Product, item or service involved

SFDC is not enforcing its data security sharing rules in allowing OnwardCA org's internal use of Visual Force, Community Licenses for external use cases.

Date of Transaction
April 3, 2020

Account Number (if applicable)

Total amount paid Amount in dispute How was payment made:

[J Cash [] Check [] CreditCard [] DebitCard [] Money Order
0 0 [ Wire Transfer [] Finance Agreement [] Other
Did you sign a contract or lease? | Where was the contract signed? | Starting date Expiration date
[J Yes [X] No

Date you complained to the company or individual
04/14/2020 [x] By Mail [] By Telephone [ InPerson

Person Contacted
privacy@salesforce.com

His/Her phone number

Results
No response to email or privacy request submitted online via webform

What result would you consider fair?

Revoke Community Licenses for OnwardCA.org and notify users who had records shared without their consent on OnwardCA.org's fraudulent website.

Have you contacted another agency about this?

[ Yes No

If yes, name of agency

Do you have an attorney in this case? Yes []No

Xavier Becerra

If yes, name of your attorney

Attorney's Phone Number

Has your complaint been heard or is it scheduled to be heard in court? [] Yes

If yes, where and when?

If already heard, what was the result?

[X] No

PLEASE DESCRIBE COMPLAINT ON REVERSE SIDE
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CONSUMER COMPLAINT AGAINST
A BUSINESS/CORPORATION

Xavier Becerra
Attorney General

SECTION 4 - Information About the Transaction
How was initial contact made between you and the business? Where did the transaction take place?

[J Person came to my home [J At my home

[ 1 went to company's place of business [ At company's place of business
[ | received a telephone call from business [ By mail

[ 1 telephoned the business [J over the phone

[ | received information in the mail Via computer (website or e-mail)
[ 1 responded to a radioftelevision ad [J Trade show or convention

[J 1 responded to a printed advertisement [ Other

E] | responded to a website or e-mail solicitation
[ | received a fax solicitation

[ 1 attended a trade show or convention

other Gov. Newsom press conference
SECTION 5 - Important Information

«  Ifthe complaint falls within the jurisdiction of another local, state or federal agency, you will be provided with appropriate referral information.
In addition, the complaint may be shared with other government agencies.

« Please include copies of any supporting documents you may have, such as correspondence, contracts, invoices, receipts, etc. Do not send
originals.

« This office does not have the authority to give private legal advice or provide private legal representation to individual consumers.

SECTION 6 - Details of Complaint (use additional sheets if necessary)

Salesforce.com, Inc ("SFDC") allowed OnwardCA.org to use its internal Community Licenses to list organizations offering

resources and job opportunities to the people of Califomia on its website, without the permission of the organizations who

control their own records, and against SFDC's own policies, practices, ethics, and values to "earn the trust of all our stake-

holders - customers, partners, employees and the communities where we live and work." As stated by SFDC, "using internal

licenses for external users carries high security risks." During the COVID-19 national health and financial crisis, SFDC has a

corporate responsibility to police its own customers who violate its terms of use by exploiting end user records through

community licenses for fraudulent purposes. OnwardCA.org, owned by Irma Olguin Jr. CEO of Shift3 Technologies and

Bitwise Industries, announced on shift3tech.com: "The resource lookup pages were built on Visual Force, the data was

entered using hundreds of Salesforce community licenses."

Test evidence published in a public data catalog by PrivacyPortfolio, owned by Craig S Erickson, documents how OnwardCA

defrauds California consumers, and can be accessed here: https://data.world/privacyportfolio/pandemicprivacy. Consumers,

listed organizations, the Office of Attorney General, and OnwardCA.org can also run the tests and post their results online.

For transparency and faimess, PrivacyPortfolio also publishes this complaint and its complaint against OnwardCA.org within

the public data catalog so it may be validated or refuted by anyone harmed by allegations made in this complaint.

SECTION 7 - Statement

| affirm that the information herein is true and accurate, and will sign a statement if needed. X YEs [JNO

'You may send this complaint to the party named. By filing this complaint, | hereby give the business complained about my consent to
communicate, including disclosure of non-public personal information, with the Office of the Attorney General about any and all matters YES [JNO
connected with this complaint.
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